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1. IEPEYEHD IINTAHUPYEMBIX PE3YJIbTATOB OBYUYEHMUSA

JucuumniuHa ydacTByeT B (POPMHUPOBAHUHU CIIEAYIOMINX KOMIIETEHIMI 00pa3oBaTeIbHbBIX
porpamm:

IloaxoMmneTeHI MM,
NHauKaTopbl 10CTHKEHUSI
OIIK (¢popmupyemsie B .
KOMIeTeH Ui
AUCHHIIHHE
OIIK-3 Cnocoben OIIK-3.0Ub Cnocob6en 3HaHus:
MPUMEHSTh METOIbI CO0JIIO/IaTh OCHOBHBIC - TEOPETUYECKHX OCHOB
MIOUCKA, XpaHEHUS, TpeOoBaHUs MH(POPMALIMOHHOHN 0€30MMacCHOCTH.
00paboTKu, aHaM3a U | ”HQOPMAITMOHHOU
MPEJCTABICHUS B 0€30MaCHOCTH MIPU PEUICHUN | YMEHHUS:
TpebyeMom (hopmate 3a7a4 poQecCuOHATBHOM - IPUMEHSTh METOJIbI U CPEJICTBA
nHpOpMaLnu 13 NeSITeTbHOCTH. 3alIUThI HH(OPMAIIHH.
pa3IMYHBIX
HMCTOYHHUKOB U 0a3 OnpiT:
JaHHBIX, COOJIOIast - OpraHU3aIH 3aIUTHI
MIPU TOM OCHOBHBIE uHpOpMaLUK C COOITIOIEHUEM
TpeOOBaHuUs OCHOBHBIX TPeOOBaHUI K
MH(POPMAIIMOHHOM MH(POPMALIMOHHOHN 0€30MMacCHOCTH.
0€30MaCcHOCTH.

2. MECTO JUCHUILIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOT'PAMMBI

JlucuuiuinHa BXOOUT B o0s3aTenbHy0 4YacTh bioka 1 «JlucrumuuHsl  (MOIysn)»
00pa3oBaTeNbHOI MPOrpaMMBl.

Bxoanble TpeOoBaHMS K AUCLHUIUINHE:

3HAeT COBPEMEHHBIE IPOTPAMMHBIEC CPEICTBA IS CO3/IaHUS U PEAaKTUPOBAHUS TEKCTOB,
U300pakeHmi;

3HAeT COBPEMEHHBIE TPHHIIMIIBI TIOMCKA, XpaHEHHs, 00pabOTKH, aHAIM3a U TIPEICTABICHUS
B TpebyemMoM ¢opmare HHPpOpMALIUY;

yMeeT pemarh 3aJadud  o0pabOTKH JaHHBIX C TOMOIIBIO COBPEMEHHBIX CPEICTB
UHpOpMaTU3aIUH;

UCTIONB3yeT  MH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIE ~ TEXHOJIOTHM  TPH  TIOWCKE
HEo0X01MMol HH(pOpMaLInY;

UCTOJNB3yeT WH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH JUII  TIOATOTOBKH
JIOKYMEHTaIUH.



3. OFBEM JUCHUILIMHBI U BUJIbl YYEBHOM PABOThHI
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1. Yrpo3sl 0€30IacHOCTH 4 - 4 6 KonTponb
nHpoOpMalui W OCHOBHBIC BeInmosiHeHUST CPC
HarpaBlIeHUs 3aIUTHI K ceMuHapy 1.
nHpopmaun TectupoBanue 1.
2. 3aummra wuHbOpMAUU  OT 8 - 2 30 Kontpouns
HECaHKIIMOHUPOBAHHOTO BoInojHeHus: CPC
JOCTYyIIa K ceMUuHapy 2.
3amura
Jlomantaux
3agaHuu 1-2.
TectupoBanue 2.
3. 3amura wuHbOpPMAIUU OT 6 - 2 6 Kontposnb
yTEUKH o TEXHUYCCKUM BeimostHeHUST CPC
KaHajiaM K CEMUHApY 3.
TectupoBanue 3.
4. Opranuzanusa W YIpaBJICHUE 6 - 16 18 3amura
MH(OPMAIMOHHOM IIpakTHueckux
0€30I1aCHOCTRIO 3agaHuil 1-4.
Tectuposanue 4.




4.1. JIeKIUHOHHBIE 3aHATHSA

Ne monyJist
JMCUMILIHHBI

Ne nekuuu

O0beM 3aHATHI
(4acwr)

KpaTkoe coacpkaHue

Yrpo3el 0
HHpopmannu

€30IMaCHOCTH mul)opMamm H OCHOBHBIC¢ HAaIPAaBJCHHUA 3allIUTbI

1.

2

Knaccupukanus yrpo3 6e3onacHocTu nHpopmManuu

[Tonstue «HbopManus» B 06IacT MHPOPMALMOHHONW OE30MACHOCTH.
Buns! uadopmanuu. CeeHus, COCTaBISIIONIME FOCYJaPCTBEHHYIO TaliHY.
Kondunennmansuas  uHpopmanus.  be3zomacHocTs  mH(pOpMAaImm.
CpoiictBa  Oe3omacHocTH  HMH(popManuMu.  Yrpoza  0€30MacHOCTH
uHpopmanuu (ompenencHue). YTrpo3bl 0Oe3omacHocTH HWH(GOPMAIUU:
yTeuka HHGOpMaIMM, HenpaBoMepHOoe MojaupuKanus (UCKaxXeHue,
MOJIMEHA), YHUYTOXXEHHE HH(OpMaIK, HEMPaBOMEPHOE OIIOKUPOBAHHE
Jnoctyna K Hed. Buuel yreuku uHpoOpMauu: pasrialieHHe CBEICHHH,
XUIIEHHE HOCUTENs WHGPOpPMAlNK, HECAHKIIMOHHUPOBAHHBIA JIOCTYNl K
uHpopMaluy, IepexBaT HHPOPMALIUU TEXHUUECKUMH CPEICTBAMHU (yTeuKa
uHpopMalMM MO TEXHUYECKMM  KaHaiam). McrouHuku  yrpos
0e30macHOCTH HH(POPMAIIHH.

OcHOBHBIE HANIPABJICHUS M 32/1a4¥ 3alIUTHI HHPOPMALUHT

3amuta nHpopmanuu (onpenenenue). OCHOBHbIC HaNpaBICHHE 3alUTHI
uHpopmanuu. IlpaBoBas 3ammra uHGoOpManuu. TeXHUYECKas 3alluTa
unpopmanuu. Kpunrorpadudeckas zammuta mHpopmanuu. dusznueckas
3amuTa O0O0BeKTOB uWHGpopMmaTuzauuu. OCHOBHBIE 3a/auydl  3alUTHI
uH(popManuu. YTOJNOBHAasE W aJMUHUCTPAaTUBHAs OTBETCTBEHHOCTH 3a
pasriamieHre CBEJACHHI OrPAaHHMYEHHOTO OCTYNa W HEMpPaBOMEPHBIN
moctyn K uHGopManmuu.  YTOJOBHas M aJMHUHUCTPATHUBHAS
OTBETCTBEHHOCTH 3a pa3rJallieHue CBEACHHUI OrPaHHMYEHHOIO JO0CTyNa U
HENmpaBOMEpHbIH goctyn K wuHpopmamuu. OTBETCTBEHHOCTh 32
HE3aKOHHYIO JEATEIHLHOCTH IO 3alUTe MHPOPMALIMK U HAPYIIIEHNE PABHII
3anuThl ”HGOPMAITUH.

3anr

HUTAa UH

(l)OpMaHI/II/I 0T HCCAHKIIMOHUPOBAHHOI0 10CTYyIAa

2

HecankuuoHupoBaHHbIN 10cTYynl K HHpopmanuu, o0padaTbiBaeMoi
ACu CBT

HecaHKIimoHMpOBaHHBIN JOCTYII K uH(popManuu (HCL),
oOpabaTbiBaeMoOil aBTOMaTH3UpOBaHHbIMU cucTeMaMu (AC) u cpeacTBaMu
BerunciutenbHo  Texnukun  (CBT).  Knaccudukammst  cnoco6oB
HECAaHKIIMOHMPOBAHHOTO JocTyna K uHpopmammu. Kraccugpukamus
CrocoO0B  HECAHKIIMOHUPOBAHHOIO BO3JCHCTBHS Ha HH(QOpPMAIHIO.
Mojienb HapyHmuTes.

Cnoco0s! 3amuthl nHpopmanuu ot HCJ/I

Knaccudukanus croco6oB 3aIUTHI nH(popManuu oT
HECAHKIIMOHUPOBAHHOTO JOCTyTA. Knaccudukanms
ABTOMATU3UPOBAHHBIX CHUCTEM U TpeOOBaHUS MO 3amuTe WHGOpPMAIUH.
MexceTeBbie KpaHbl. TpeOoBaHMs 10 3alIUTe HHPOPMAIIUH.




Ne monyJist
JMCUMILTHHBI

Ne pekuuu

(4acwi)

KpaTkoe coacpkaHue

| O0beM 3aHsATHil

MeToabl u cpeacTBa KpUunTorpaguyeckoi 3amuThl HHGopMauu
Tepmunbl u onpezneneHus B obmactu kpuntorpaduu. Kiaccubukarms
Kpunrorpaguyeckux cpeacts. OCHOBHBIC METObI M (POBAHHUS.

MeTtoabl u cpeCTBAa AHTUBUPYCHOM 3aIIUTHI.
Meto/1b1 aHTUBUPYCHOM 3auThl. Cpe/icTBAa aHTUBUPYCHOM 3aIlIUTHI.

3amx

HUTAa UH

(opmanum oT yreuku 1no TeXHH4ECKUM KaHaJIaM

2

Knaccudpukanusa m XapakTepucTHKA TEXHUYECKHX KAHAJIOB YTEUKHU
uHpopMaun.

Knaccudpukanus u XapakTepUCTHKA TEXHUYCCKHUX KaHAJIOB yTCUKU
uHpopmanuu, oopadbarsiBacmoii CBT. Knaccuduxainus u xapakrepructuka
TEXHUYCCKHUX KAaHAIOB YTEUKU aKyCTHUECKOH pedeBoil MH()OPMAIINH.

Cnoco0bI ¥ cpeacTBa 3alIUThI 00beKTOB HH(POPMATH3ALHMHU OT YTEYKHU
HH(pOpMALNH 10 TEXHHYECKMM KaHAJIaM

Knaccudukamms CII0c000B u CpEICTB 3aIUATEI 00BEKTOB
uHPOpPMATH3AMN OT YTEYKH HH(MOPMAIMH O TEXHHYECKUM KaHaJIaM.
CpeactBa 3amuThl 00bEKTOB MHPOPMATH3AIMKM OT YTEUYKH HMH(OpMALUU
110 TCXHUYCCKUM KaHaJiaM.

Cnoco0blI M cpeCcTBA 3alIUTHI AKYCTHYECKOH pedeBOi MH(OPpMALHUU
OT YT€YKH MO TEXHMYECKUM KAHAJIAM.

Knaccudukanus crnocoboB M CpeicTB 3alIUThl aKyCTHUUYECKON pedeBoit
MH(pOpMaLlMK OT YTEUKHM MO TEeXHUYECKHMM KaHaiaMm. CpelcTBa 3allUThl
AKyCTHUECKOM peueBol HHPOpMAlUU OT YTEUKH IO TEXHUYECKUM
KaHaJjam.

Opranun3anus 1 ynpasjeHue HHPOpPMaMOHHOMH 0€301ACHOCTHIO

10. 2 | Opranu3anus 3alMThI HHPOPMAILUH
OOuwmil NOpsIOK OpraHM3alUU 3alMThl UHPOpPMALMU. AHATUTHYECKOE
000CHOBaHHE HEOOXOJUMOCTU CO3JaHMsI CUCTEMBI 3alllUThl HH(OpMaLIUN
(C3M). Texunueckoe 3amanue Ha co3nanue C3U

11. 2 | OcHOBBI NPOEKTHPOBAHMS ABTOMATH3UPOBAHHBIX CHCTEeM B

3alIMIIEHHOM HCIIOJTHEHUHN

OO11e MoN0XKEeHUs O MOPSIKE CO3/IaHHs aBTOMATU3HPOBAHHBIX CHCTEM B
3alUIIeHHOM ucnojgHeHuu. OOupe u ¢GyHKIMOHAIbHbIE TpeOOBaHUS K
ABTOMAaTU3UPOBAHHBIM CUCTEMAM B 3aILMIIEHHOM HCIOJHEHUHU. TuUnosoe
cojepx)aHue paldoT Mo 3amure WHQOpPMAIMKM HA CTAaUAX CO3JaHUS
ABTOMATU3UPOBAHHBIX ~ CHUCTEM B  3alIUIIEHHOM  HCIIOJIHEHUH.
Oco0OeHHOCTH UCTIBITAHUN U TPUMEHEHHSI aBTOMAaTU3UPOBAHHON CUCTEMBI

B 3allIMIIICHHOM HCIIOJTHCHHH.




Ne monyJist
JMCUMILTHHBI

Ne pekuuu

(4acwi)

KpaTkoe coacpkaHue

H
D

| O0beM 3aHsATHil

Ynpasiaenue nHPopMaMOHHON 0€30IIACHOCTBIO

Opranuzanus ynpasieHus: HHHOPMAIMOHHON Oe30macHOCThIO. [lomuTrka
UHPOPMAIMOHHOM Oe3omacHocTH. OOIIHe MEPONIPHUSITHS TI0 YIPABICHUIO
uH(OPMAITMOHHON 0€30IaCHOCTHIO. JIOKyMEHTBI TIOJIUTUKU
nHpopMmanmoHHOW  Oe3omacHocTH  (MoJenb  yrpo3  0€30macHOCTH
uH(poOpMalMK, KOHIEMIHS oOecreueHus: Oe30macHOCTH HH(pOpMamuH,
periiaMeHThl oOecrieueHus] 0e30MacHOCTH WH(POPMAIUU, UHCTPYKLIUU U
JIPYTHE OpPTraHU3aIlMOHHO-PACTIOPSANTEIbHBIC JOKYMEHTBI 10 BOIPOCAM
obecrieueHus 6€30MacHOCTH HH(MOPMAIUN).

4.2. lIpakTHYecKue 3aHATHS

Ne monyJist
JAMCUHMILINHBI

Ne mpakTH4eckoro
3aHATHS

O0neM 3aHaATHIH

(uacnl)

HaumeHnoBanue 3aHATHA

—

—
1
[\

N

IIpakTnyeckoe 3ansitme (cemmHap Nel). CpenctBa M cuCTEMBI
00paboTKHU JaHHBIX.

\9}

IIpakTHyeckoe 3ansiTue (cemuuap Ne2). MeTobl U CpeICTBA 3AITUTHI
nH(OpMALIUY OT HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA.

IIpakTHyeckoe 3ansitue (cemuuap Ne3). Metosl U cpeACTBa 3aLTUTHI
MH(}OPMALIUY OT YTEYKU MO0 TEXHUYECKUM KaHaJaM.

5-6

IIpakTHYeckoe 3aHsATHE (TPyNNoOBOe ynpaskHenue Nel).
Pazpabotka mpoekta «KoHueniuu mHGOPMALMOHHON 0€30MacHOCTH
KOMMEPYECKOW OpraHu3aIum».

7-8

IIpakTnyeckoe 3ansTHE (TPYNNOBOE yNpaskHeHue Ne2).

Pazpabotka «Moaenu yrpo3 Oe3omacHOCTH HH(OpMaLMM  AJIs
aBTOMAaTH3UPOBAHHOM CUCTeMbl 00pabOTKM  KOH(UACHIHATBEHON
nHbOpMaLIUK»

9-10

IIpakTnyeckoe 3anaTHE (TPYNNOBOE ypaskHeHue Ne3).

Pa3paboTka TeXHMYECKOro 3aJlaHusi Ha CO3/IaHWE€ CHUCTEMBbl 3allUThI
uHpOpMallMM OT HECAHKIIMOHMPOBAHHOTO JOCTyNa (Ha mpuUMepe
aBTOMATHU3HPOBAHHOW CUCTEMBI 00pabOTKM  KOH(HIEHIHAIBHON
uHpopMalnn).

11-12

IIpakTHYeckoe 3aHATHE (TPyNIIOBOE yIpaskHeHHe Ned).

PazpaboTka oOpraHu3allMOHHO-PACTIOPAIUTEIBHBIX JIOKYMEHTOB IIO
3alllUTe aBTOMATU3MPOBAHHOM CHCTEMBI OT HECAaHKIIMOHHPOBAHHOTO
J0CTyna K MHpopMaru.

4.3. JlabopaTopHbIe 3aHATHSA

He npedoycmompensi




4.4. CamocTosiTeIbHAs1 pa0d0Ta CTY/IeHTOB

Ne monyJis
AUCHUILINHBI

O0beM 3aHATHIT
(4achi)

Bug CPC

B~

IHoaroroBka K npakTu4eckomy 3aHATHIO (cemuHap Nel).

N3yuenune marepuanos jgekiuu NoeNel-2 1 peKOMEHJ0BaHHOM JINTEPATYPHI.
N3yuenune miana nposenenus cemurapa Nel. [loaroroBka cooOmeHus 1mo
OJIHOMY M3 BOIIPOCOB CEMHHAapa

HoaroroBka k TectupoBanuio 1.
N3yuenue matepuanon jgekuuu NeNel-2 u peKOMEHJ0BaHHOU JIUTEPATYPBI.

IHoaroroBKa K NpakTHYeCKOMY 3aHATHIO (ceMuHap Ne2).

N3yuenue matepuanos jgexuun NeNe3-6 u peKOMEHI0BaHHOM JTUTEPATYPHI.
N3yuenne mana nposenenus: cemurapa Ne2. [Toaroroska cooOmieHus mo
OJIHOMY U3 BOIIPOCOB CEMUHApa

HoaroroBka k TecTupoBanuio 2.
N3yuenue matepuanon jgekuuu NoNe3-6 u peKOMEHI0BAaHHOM JTUTEPATYPHI.

12

JomamHee 3aganue 1. YCTaHOBKA M HACTPOMKA CPENICTB 3ALIUTHI CUCTEM
00paboTku naHHbIX Ha 6a3e CBT

12

JomamHee 3amanue 2. YCTaHOBKA M HACTpOMKa CpPEACTB 3allUTHI.
DyHKIIMOHATBHBIE TPEOOBaHMUS O€30IaCHOCTH

IMoaroroBka Kk NpakTH4YecKOMY 3aHATHIO (cemuHap Ne3).

N3yuenue matepuanos jgexuuu NeNe7-9 u peKoOMEeHI0BaHHOM JTUTEPATYPHI.
N3yuenne miiana nposenenust cemunapa Ne3. IToaroroska cooOuieHus mno
OJIHOMY U3 BOIIPOCOB CEMHHApa

Ioaroroska k TectupoBanuio 3.
N3yuenue matepuanon jgexkiuu NeNo7-9 u pekoMeHT0BaHHOM JTUTEPATYPHI.

IHoaroroBka K MpakTHYeCKOMY 3aHATHIO (IPyNIIOBOe ypaxkHeHue Nel).
N3yuenne matepuanos jgekuuu Nel0-12 1 pekOMEH1I0BaHHOU JIUTEPATYPBI.
N3y4yeHne METOAMUYECKHX PEKOMEHJAIMI IO IPOBENEHUIO T'PYIIIOBOTO
yIpaXXHEHMUSL.

IToaroroBka Kk NpaKkTHYeCKOMY 3aHATHIO (TPYNIIOBOE yNpaxHeHue Ne2)
N3yuenne marepuanos aexkuuu Ne 10-12 1 peKOMEH0BaHHOH JIUTEPATYPBHI.
N3y4yeHne METOAMUYECKHX PEKOMEHJAIMIl IO IMPOBENEHUIO TPYIIIOBOIO
yIpaXXHEHMUSL.

IHoaroroBka K NpaKTHYECKOMY 3aHATHIO (TPYNIOBOe ypa:kHeHue Ne3)
N3yuenne matepuanos jgekiuu Nel0-12 1 pekoMeH10BaHHOW JIUTEPATYPBHI.
W3y4yeHne METOAMUYECKHX PEKOMEHJAIMil 1O IPOBENEHUIO T'PYIIIOBOTO
yIpaKHEHHUSI.

IHoaroroBka K MpakTHYeCKOMY 3aHATHIO (TPYNIIOBOE YIIpaxHeHne Ned)
N3yuenne marepranos nexkuuu Ne 10-12 u pekoOMeHTI0BaHHOM JIUTEPATYPBI.
N3yyeHne METOAUYECKUX PEKOMEHJALUUN [0 MPOBEAEHUIO TPYIIIOBOIO
YIIPA)KHECHMUSL.

Hoaroroska k TectupoBanuio 4.
N3yuenne wMarepuasioB Jjekuuu NeNel0-12 w  pekomeHI0BaHHOU
JIUTEPATYPBHL.

Hroro

60

4.5. IIpuMepHasi TeMaTHKa KypCOBBIX padoT (IPOeKTOB)

He npedoycmompensi




5. HEPEYEHb YYHEBHO-METOJUYECKOI'O OBECHHEYEHUSA
AJIsA CAMOCTOSATEJIBHOU PABOTBI

Y4eOHO-MeToInYecKoe 0OeceueHue It CaMOCTOSTEIbHOM paboThI CTYIEHTOB B COCTaBe
YMK mucummmmasl (OPUOKC// URL: http://orioks.miet.ru/).

Matepuansl JUist ©3y4eHUs] TCOPUU U TIOJTOTOBKHU K BBITTOJHEHUIO MPAKTUYECCKHUX 3a/IaHUI
pasmenieHbl B OPMOKC: TeKCT OCHOBHBIX TeOpeTHUYeCKUX cBeneHud, 3amganusa miaa CPC u
KPUTEPUU UX OIICHUBAHMS, PEKOMEHIyeMas TuTepaTypa B daitie: «MeTtoaudeckue yKazaHus s
CTYJICHTOB T10 U3YYCHHUIO TUCIUTIIUHBI «OCHOBBI HHGOPMAIIMOHHON O€30ITaCHOCTH.

6. MIEPEYEHb YUYEBHOM JINTEPATYPBI
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oOnactu MH(OpPMaLMOHHOW Oe30macHOCTH (3alMThl HHpOpMauM): ydeOHoe mocolue /
B.K. HoBukoB // M.: Topsuas gunus-Tenexkom, 2017. — 176c. — URL:
https://e.lanbook.com/book/111084 (mara obpamenus: 21.11.2020).

Iepuoguyeckue u3gaHus

1. CunemumanpHas texHuka / OAO "Dnektpo3aBon'. - Mocksa : Dnektpo3aBoj, 1998-
2017. - B nacrosiiee Bpems He BbixoauT; URL: http://elibrary.ru/contents.asp?titleid=9851 (nara
obpamenus: 21.11.2020). - Pexxum nocryna: mo moamucke (2014-2017). - ISSN 1996-0506. -
TeKCT : DNEKTPOHHBIN : HEOCPEICTBEHHBIN.

2. 3ammra wHbopmarmu. Inside: wHPOPMAIMOHHO-METOAMYECKUN KypHan /
Uznarensckuit ngom "Aduna". - Canxrt-Iletepoypr : W/ Aduna, 2004 - . - URL:
http://elibrary.ru/contents.asp?titleid=25917 (mara ob6pamenns: 21.11.2020). - Pexxum gocrtymna:
no noanucke (2017-2021). - ISSN 2413-3582. - TekcT : 3MeKTPOHHBIH

3. be3onacHocTh MHPOPMAIMOHHBIX TEXHOJOTHM: HayudHbIil xypHan / ®I'AOY BO
"HanuoHanpHBI HccienoBaTeNbCkUi sepHblil yHuBepeuter "MUDU". - Mocksa : HUAY
MU®DU, 1994 - . - URL: https://bit.mephi.ru/index.php/bit/index (mara obpamenus: 21.11.2020).
- Pexxum nocryma: cBoOGommbrii. - ISSN 2074-7128 (Print); 2074-7136 (Online). - Texkcrt :
3JIEKTPOHHBIMN.
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4. Bomnpocsl kuOGepOe3onacHOCTU: Hay4yHbId >kypHasn / Hay4yHO-pou3BOACTBEHHOE

obwenuaeHne DmenoH. - Mocksa : HITO Dmenon, 2013 - . - URL: https://cyberrus.com (nara
obopamenus: 05.07.2021). - Pexum pocryma: cBoOomnwnd. - ISSN 2311-3456. - Tekct :
anekTpoHHbIH. Information  Security / Wuadopmaumonnas ©6ezomacnocte —  URL:

http://www.itsec.ru/articles2/allpubliks (mara oOpamenus: 21.11.2020). — Pexum moctyma:
CBOOOIHBIH.

5. JET INFO : nenoBoe u3nanue. - Mocksa : Komnanus "Undocucremsr Ixer", 1995 -
. - URL: http://www.jetinfo.ru/ (nata o6pamenus: 21.11.2020). - Pexxum noctymna: cBOOOIHBIH. -
TeKCT : AIEeKTPOHHBIN.

7. HIEPEYEHDb ITPO®ECCHOHAJIbBHbIX BA3 TAHHBIX, THOOPMALMOHHbIX
CITPABOYHbIX CUCTEM

1. Jlanb: DnekTpoHHO-OMOIMOTEeUHas cuctema M3marensctBa Jlawe. - CII6., 2011-. -
URL: https://e.lanbook.com (mata oOpamenus: 21.11.2020). - Pexum pgocryma: mis
aBTOPHU3UPOBAHHBIX Mosb30BaTeneit MUDT.

2. eLIBRARY.RU: Hayunas anexkrponHas Oubauoreka: caifT. - Mockaa, 2000 -. - URL:
https://www.elibrary.ru/defaultx.asp (mara oOpamenus: 21.11.2020). - Pexxum mocryma: ais
3aperuCTPUPOBAHHBIX MOJIb30BATENIEH.

3. ®CTIK Poccun: 'ocynapcTBeHHBIN peecTp cepTUPHUIIMPOBAHHBIX CPEJICTB 3AIIUTHI
uHpopmanuu. — MockBa, 2014. - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (1ata obpamenus: 21.11.2020). -
Pexxum noctyma: cBOOO HBIN.

4. ®CBb Poccum: Bemmcka U3 1mepeyHs CpPEeACTB  3allMThl  MHQOpMaLUH,
ceprudunupoBanubix ®Ch Poccuu — Mocksa, 2017 - URL: http://www.fsb.ru/ (nata oOparenus:
21.11.2020). - Pexxum noctyna: cBOOOIHBIM.

8. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

B xone peanuszanuu oOy4yeHMs MCIIONB3YIOTCS CMEIIAaHHOE OOydeHHE, OCHOBAaHHOE Ha
MHTETPAIlUN TEXHOJIOTUI TPaTUIIMOHHOTO M 3JIEKTPOHHOTO 00yueHHs. YacTh yueOHBIX 3aHATHI
IPOXOJUT C HCHOJb30BAHUEM B3aUMOJICHCTBUS CTYJIEHTOB U IPENOAaBaTeNsl B JIEKTPOHHOH
00pa3zoBaTeNbHOU cpejie.

B mnpouecce oOyueHHs Hpu NPOBENCHUU 3aHATUH W JUIS CAMOCTOSITENbHOW paboThI
UCTIOJNB3YIOTCSl  BHYTPEHHHE DJEKTPOHHBIE PECYpChl, pa3MelleHHble B  AJIEKTPOHHOU
nHpopmanmonHo-oopazoBatenbHoil  cpene OPMOKC  (http://orioks.miet.ru): 37aeKTpOHHBIC
BEPCUU JIEKIIUH, JTaOOpaTOPHBIX PabOT, MPAKTHUUECKUX 3aHATHH, MPAKTUKO-OPUEHTUPOBAHHBIX
3aJ]aHAl, METOJUYECKUX pPa3paboTOK TO TEeMaTHKe Kypca H JAp., a TaKKe CO3JaHHBINA
npernojiaBaTeseM pecype Ha SHekc aucke.

Jlnist B3aMMOJICHCTBHS CTYJICHTOB C TPENoaBaTeeM HCIOIb3YIOTCS CEPBHUCH 0OpaTHOM
cesazu:  pagen OPUOKC  «/lomamnHue 3amaHus», OJEKTpOHHAs  moyTa  Kadexpbl
ib.labs(@yandex.ru.

OcBoenne 00pa30BaTENbHOW MPOTrpaMMbl OOECIIEUMBAETCS PECYypcaMu  BJIEKTPOHHOM
nHpopmanmoHHo-006pazoBaTenbHOM cpeast OPMOKC.
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9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIVINHBI

HaumeHnoBaHnue yueOHbIX
ayJIUTOPUI U IIOMelleHMil IS
CAMOCTOSATEIbHOI padoThI

OcHaleHHOCTh Y4eOHbIX
ayIuTOpuii U MOMelleHuil 1151
CaMOCTOATEIbHOM padoThI

Ilepeyenb MpOrpaMMHOro
obecrneyeHuUs1

YueOHast ayauTopus

MynbTUMEAUAHOE 000PYIOBaHHE

OneparrionHas cuctema Microsoft
Windows oT 7 BepcHH U BBILIE;
Microsoft Office uiu Open Office,
opaysep (Firefox/Google Chrome
/Explorer).

KommnbroTepHsIii kiace

Komrmbrotrepbl, MynbTHMeANIHOE
o0opynoBaHue

OneparronHas cuctema Microsoft
Windows ot 7 Bepcuu 1 BHIIIE,
Microsoft Office nnmu Open Office,
opaysep (Firefox/Google Chrome

MYJIbTUMEIUUHOTO MPOEKTOPA,
9KpaHa — | KOMILJIEKT.

2. APM caymarteneit (APM-C) ¢
MIPOrpaMMHBIM 00eCTIeYeHUEM JIJIs
00pabOTKH ¥ 3alIUThI JaHHBIX,
BO3MO>KHOCTBIO ITOJIKITIOUCHUS K
cetu MHTEpHET U 00ecTicueHIEM
JOCTYTIA B AJIEKTPOHHYIO
HHPOPMALMOHHO-00pa30BaTEIFHYIO
cpeny MUDT — 27 KkoMIIIEKTOB.
3. CepBepHOE U CETEBOE
obopynoBaHue — | KOMIUIEKT.

/Explorer).
JlabopaTopust TEXHOJIOTHUH 1 1. ABTOMaTH3upOBaHHOE pabouee Microsoft Windows,
ynpaBiieHUs HH)OPMAITHOHHOH MecTo npenogaBatest (APM-IT) Microsoft Office, Opayzep
Oe3omacHOCTH B coctase [I19BM, AHTHBHpYC

(Kacnepckoro/DrWeb/EsetNod32
/Microsoft Security Essentials/
Avast)

Oracle VM VirtualBox,
Cisco_Packet Tracer (moctym ¢
yAaJeHHOTO pabodero croia).

[Tomeienue st
CaMOCTOSATEIFHON pabOTHI
oby4aromuxcs

KomnbroTepHas TeXHHKa €
BO3MOXXHOCTBHIO ITOJKIIOUYCHUA K
cetu «MHTEpHET» U OOECTICUCHNEM
JOCTYIa B JIEKTPOHHYIO
UH(OPMALIMOHHO-00pa30BaTENILHY IO
cpeny MUDT OPMOKC

Onepaionnas cucrema Microsoft
Windows oT 7 BepCHH U BBILIE;
Microsoft Office unu Open Office,
opaysep (Firefox/Google Chrome
/Explorer).

10. ®OHAbI OHEHOYHbBIX CPEACTB JJIs1 IPOBEPKHU
C®OPMUPOBAHHOCTH KOMIETEHIUH/IIOJJKOMIETEHIIAI

dOC mo mogkommerenuu OITK-3.0Mb Crocoben cobmtonath OCHOBHBIE TpeOOBaHUS
nH(OPMAIIMOHHON 0€30MaCHOCTH MIPH PEIICHUH 33724 MPo(hecCHOHATBEHOM e TENbHOCTH.

@DOH/IBI OLIEHOYHBIX CPEACTB MPEACTABICHBI OTAEIbHBIMU JOKYMEHTAMHU U Pa3MELIEHBI B
cocrae YMK nucnumiuHbel 371€KTpOHHON HWHGOPMAlMOHHONW 00pa3oBaTENbHONM  Cpebl
OPHOKC// URL: http://orioks.miet.ru/.
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11. METOAUYECKHUE YKA3AHUS AJISI OBYYAIOLUXCA IO OCBOEHHIO
AUCIHUTIIIAHBI

11.1. OcobennocTu oprannzamuu nponecca o6yvenus

JUis bopMUpOBaHUS TTOKOMIETEHITHE 1 NPHOOPETERMs HEOOXOMMMBIX 3HAHMIA, YMEHUH U
HABBIKOB B paMKaXx JIAHHOTO Kypca IMTAIOTCS JISKIUH, IPOBOIATCS IPAKTUYECKIE SAHSTHSL.

B nporecce m3ydyenms xypca mpeimonaracTes caMOCTOSTETRHAS paboTa cryzmeHTa 1pU
TIO/ITOTOBKE K JICKUMOHHBIM, NPAKTHYECKHM 3aHSTHAM, BBIIOTHEHUIO JOMAIIHEX M IPAKTHYECKIX
3a/[aHui, TECTOB, IIOATOTOBKE COOOIEHHM M BBITOIHEHMIIO IIPAaKTUKO-OPHEHTUPOBAHHBIX 3a/IaHHH.
Ilpy 5TOM CTyleHT wucmomb3yeT MeTomuUecKie PaspaboTku, PEKOMEHIyeMyIO JIMTEpaTypy,
OHONMOTEKY SINEKTPOHHBIX MOJYICH B JIEKTPOHHOM MH(BOPMAIMOHHON 06paz0BaTeNBHOM cpene
OPHOKC, Unteprer-pecypcsr, MH()OPMAIMOHHO-CIIPABOYHbIEC CHCTEMEL.

MakcumansHast 3 GeKTHBHOCTE  0CBOEHMS MAaTepuaioB JieKyuii JOCTHracTCs TIpH
TIpEe/BAPUTEIILHOM  OAroTOBKe K Heit. CTymeHTy pexomenmyercs 3apaHee O3HAKOMHTHLCH C
IPENCTOAIICH TEMOW JIEKIHMHE ¥ OCHOBHBIME €€ TE3MCAMHU, MOIIOTOBHTE BOIIPOCKI K JIEKTOPY I10
3aMHTEPECOBABIIUM Pa3/IE/IaM.

JInst 3aKpennenus: JeKIMOHHOTO MaTepuana UPOBOJIATCS. HpaKmuvecKue 3auamus. J{is
TOBBIICHUS 3D (DEKTUBHOCTH NMPAKTHISCKUX 3aHATHI (ceMHHAPOB) CTYNEHTY TAIOKe HEOOXOIMMO
TIPEABAPUTELHO OBHAKOMHUTECA ¢ METOMAMYECKAMH YKA3aHHMSMHU, HPOYHTATH KOHCIIEKT JISKIWHA 110
JIAHHOH TEMATHKE M COOTBETCTBYIOMIKE IIIABHI yUeOHUKA (yuebnoro mmocobus).

Hocne Teopermyeckoro paceMorpenmus Marepuana IIPaKTHYECKOIO 3aHsITHS MPENOaBaTelh
BBUIACT KKAOMY CTYIEHTY NPAKTHYCCKOE NOMAIIHEE 3ajlaHue HA TPHUMEHEHHE PacCMOTPEHHBIX
MATCPUATIOB, KOTOPOE CTY/ICHTbI BBITONHSIOT B pamkax CPC B TeueHue 3a1aHHOro BpeMeHH, IIOJIyYUB
Ha NPaKTHICCKOM 3aHSTHI METOMMYECKHE PEKOMEH/IAIMIL 11O BHITOTHEHHIO. BEIIOHEH HbIE 3a1anus
B BHAC OTHETa C BBIBOJAMH TIO IIOJNYYEHHBIM Pe3yJbTaTaM IIPHCHUIAKOTCS CTylEHTaMU
[IPETIO/IaBATEII0 ¥ OUEHUBAOTCs Oasuiamu. OUEHKH JOBOJISITCS /10 CTY/ICHTOB, IIPH 9TOM MOJKET OBITh
OpraHu30BaHa Oecena-IuCKy CCHst 10 pa3bopy UTOTOB BBINOIHEHHOM paboTH!l M aHAIM3Y OIHOOK.

Onnoif w3 Gopm oOyueHHs sBiseTCs Koucyremayua y npenonasarens. OOpamarbest K
[TOMOIIIH IIPETIOAaBaTe I CE/yeT B IFOOOM CiIydae, KOrjla CTyIeHTY He SICHO M3/I03KEHHE KAKOTO-TT60
BOIpOCa B y4eOHOM UTeparype wiu TpebyeTcs IOMOIIb B oI00pe HEOOXOIUMOM JTOTOTHUTETHHOMI
JIATEPATYPHL.

ITo 3aBepIIeHHUIO M3y YEH S IUCIIATITHHEL IPEIyCMOTPEH 3a@4em ¢ OUEeHKOIL, TIPH 5TOM OLICHKA
UTOTOB YYEOHOH JEATeNHHOCTH CTYCHTA OCHOBaHA Ha GAUTHHON HAKOIMTEIBHON CHCTEME. s
UTOTOBOIO ~ KOHTPOJIA IO JHCHMIUIMHE paspaboran DOC, BKIOYAIOMME KOMILIEKCHOE
POGECCHOHATBHOE 3a/[aHUe 110 TIPOBEPKE c(OPMUPOBAHHOCTH HEOOXOMMMBIX KOMIETEHIHH C
MCTONMICCKHUMH YKa3aHUSMHU €T0 BBIIONIHEHMS M KPUTEPUSMHA OLEHKU JTOCTIOKCHHUS (OPMEpYEMBIX
B JICIUIUTMHE KOMITETEHIMN/ IO AKOMITCTCHITHIA.

11.2. Cuerema KOHTDOJISI M OLCHABAHHUS
st OueHKH yCIeBaeMOCTH CTYAEHTOB 0 JUCIHIITHHE UCTIOJIh3YETCsl HAKOUHUTEIbHAS
DannpHas cucrema.
Ilo cymme GamnoB BBICTaBIAETCS MTOrOBAs OIEHKA IO npexmery. CTpykrypa u rpadux
KOHTPOJIbHBIX Meponpusituii foctyned B OPMMOKC// URL: http://orioks.miet.ru/.

PASPABOTYHUK: o

IIpodeccop xadenpsr «Mudopmanuonnas 6e30macHOCTE ,{_’f
JAOKTOP TEXHUYECKHUX HAYK, JONEHT ' / A.B. ymxusn /
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Pabouas nporpamma mucurmmnss: « OCHOBBL MH(OPMAIHOHHOM OE30TACHOCTIY 110 HaIPaBJICHHIO
noprorokn  11.03.03  «Konctpyupopanue u  Texmomorms 9JICKTPOHHBIX  CPEJCTBY,
HaNpPaBIeHHOCTH (podumo) — «M3xenus MHKPOCHCTEMHOM TCXHUKHY, «PoboTuzmpoBannsie
YCTPOHMCTBA M CHCTeMEI» paspaboraHa mHa kapenpe «Mupopmanmonnas 6Ge30NACHOCTEY U
YTBEpYX/IeHA Ha 3ace/lanuu Kadepsl «21» mexabps 2020 roxa, mpotokos Nel2. .

4
Sapetyiomuit kadenpoit «Mudopmarmonnas 6e30macHoCTh» ///
JIOKTOP TEXHUYECKUX HayK, podeccop & / A.A. Xopes /
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